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The NSA and the risk to the internet

The US must give assurances to stop Balkanisation of the web

R evelations about the activities of the US National Security Agency, and the extent to
which it spies on foreign citizens, are triggering intense debate across the world. For
some, the leaks by the former NSA contractor Edward Snowden are the cause for much
alarm, amid signs the agency hoovers up vast amounts of internet data on foreign citizens.
For others, there are fears that the leaks have weakened the US intelligence services,
undermining their counter-terrorism efforts.

Wherever one stands in this debate, one fear should unite all. This is the risk that the
controversy over the NSA will lead to a “Balkanisation” of the internet. This is the risk
that governments around the world will respond by ringfencing their networks in order to
protect their citizens” data and limit the ability of the NSA to conduct its spying.
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There are several signs that nations are moving in this
direction. After reports that the US spied on the email of
Dilma Rousseff, the Brazilian president, her government
has announced plans to promote its own networking
technology, even setting up a secure national email service.
Michel Barnier, the European commissioner for the
internal market, has suggested Europe should develop its
own “European data cloud”, independent of US oversight.
The EU, meanwhile, is considering revoking data sharing
agreements with the US, requiring American website
providers to warn Europeans that their data are subject to
US surveillance.

Such developments are of concern. The worldwide web is
the most open communications platform on the planet. It is
an engine of the world economy, accounting for a fifth of
gross domestic product growth in advanced economies
over the past five years. If it is transformed from a global
commons to a patchwork of national cloud networks, the
economic fallout will be immense.

A disproportionate share of internet traffic flows through
America, giving US internet companies global sway.
However, the Balkanisation of the internet will add hugely
to the costs borne by tech groups such as Google and
Facebook, which would have to set up regional
subsidiaries.

There will also be a political gift to authoritarian states such as China and Russia, which
operate closed national intranet systems to limit information flows. These states will be far
from unhappy to witness the internet fragmenting.

The Obama administration needs to start acting to arrest this process. It must give western
governments assurances that the NSA is becoming more accountable and transparent in its
operations. The NSA is currently in a position to monitor internet traffic that passes from
one European citizen to another, simply because it passes through US servers. The US must
guarantee limits on this.

The US must also give assurances that the NSA will stop undermining the security of its
internet titans. It emerged last week that the NSA has secretly broken into the main
communications links that connect Yahoo and Google data centres around the world,
accessing data without prior judicial oversight. This has left the companies struggling to
reassure its global users about the security of their personal information.

[n short, the interests of US national security need to be balanced by commercial
imperatives. The US clearly wants to maintain a strong counter-terrorism capability. But
protecting the role and reputation of US communications companies — and their place in a
seamless worldwide web — is a crucial economic goal. As the controversy over the NSA
continues, the risk that the US faces is that the unfettered power of the agency will
ultimately damage America’s internet companies — the symbol of US technology
leadership.
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